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Step 300: Periodically starts (30 minutes, for example) 
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Step 301: Compile a list of Senders for the messages stored 
in the Temporary Message Storage (36) 



Step 302: Create an Update Status Request (403) containing the 
list of Senders resulted from Step 301. 



Step 303: Sign and Encrypt Request using Crypto Engine (34) 



Step 304: Send signed and encrypted Request to Data Center (102). 



Error Response 



Sten 305: Receive signed and enervnteH Resnonse from Data Center (] 02V 



Step 306: Decrypt and verify Response using Crypto Engine (34). 
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Step 307: For each sender in the Update Status Response (404) 
check whether: 

a) Sender is in the black list. 

b) Sender is in the white list. 

c) Sender is in the unconfirmed list. In this case, the response 
will also include the number (N) of confirmation emails 
sent to the sender that has not been answered and the time 
(T) the Data Center has been waiting for the answer. 



Repeated for each Sender Status listed in the 
Update Status Response (404) 
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Step 308: Delete 
all messages 
from that Sender. 



Case c) 



Step 310: Determine 
whether to deliver, delete, 
or continue to hold the 
message based on TV, T 
according to a policy. 



Step 309: Deliver 
all messages from 
that Sender. 



Step 311: Continue holding the 
message in Temporary Message 
Storage (36). 



Figure 3 



